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Software developer/Project manager for financial
DEF CON 27
and tax systems VSTE

VOTING VILLAGE TALKS

Security auditor and penetration tester

CTO of Bulgaria state owned systems integrator
Information services JSC

Project manager for the computer processing of all
national elections results in Bulgaria since 2003
OpenSource projects
https://github.com/RealEnder

https://wpa-sec.stanev.org | https://sec.stanev.org
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Bulgaria & elections

Eastern Europe country
Part of the European union
Population — 7M

265 municipalities

12 000 Polling stations

Elections for:
President

National parliament
EU parliament
Local elections — mayors and municipality council members
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Paper voting mechanics - ballots
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Paper voting
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Machines + paper: results unification

® All voting machines are offline

® When voting finishes, results are written to USB drive and
printed out

® Poll workers count the paper ballots and sum by hand the
results from the machine

® The final numbers are written in polling station protocol



Paper voting mechanics — processing

Two stage data entry by different operators in
different locations
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1 data entry & scan R '_: 2" data entry



Short history of EMV in Bulgaria

® First experiment in 2009

9 polling stations with touchscreen PCs,
magnetic stripe cards and laser printers

Images CC BY-SA 2.5, blog.peio.com



Machine voting in Bulgaria

® Next experiments:
2014 - 100 PSs — EU elections
2014 - 300 PSs — National parliament
2015 - 50 PSs — Local elections, partial

2016 — OMR machine counting in 6 polling
stations — minimal changes of ballot
format

® With real results:

2016 - 500 PSs - Presidential elections

2019 - 3000 PSs — EU elections

Images (c) Ylia Lazarova, dnevnik.bg
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Experiment output

® Machines with outdated hardware,
running Windows XP/Windows 7

® Machine activation for voting
implemented with external button

® No formal requirements for the
software

® We never counted the paper slips,
printed from the machines

)

Missing flash drives, low MV usage

)

voting machines

Some PSs didn't even powered on the .
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2019 - The new requirements - |
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Strict HW and crypto algorithm requirements

No external communication interfaces

Secure boot

Full disk encryption — against tampering in transit

Stripped 0S image with needed drivers only and 0S
components

CA for signing the initialization data — parties,
candidates, etc.

Machine activation with smartcards — 2 control, -3
voters, with digital certificates by the CA
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2019 - The new requirements - |l
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Voters rotate voting smartcards to avoid double
voting

VVPAT slips counting and verification module
Secure and code quality metrics for the software
Detailed voting process descriptions

Training for poll workers and online mock-up
Interface of the voting machines for voters

Results output from every machine digitally signed
with control smartcard

Detailed support and exceptional cases procedures
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The EU elections: new voting machines

® ® ® ®

®

Ubuntu Linux 0S
Smartcard activated
External battery

Voting data digitally signed
In internal memory and two
USB flash drives

Audit performed by joint
team from Bulgarian
academy of science and
Sofia University under the
supervision of Central
election commission
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The EU elections: what happened?

® The voting machines were lent once
again
® No government institution opted to

audit the machines against the
requirements

® The time frame for project
Implementation was very short

® Lots of poll station workers missed the
training

® Complex coordination process between
Institutions | )
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The EU elections: statistics

® Missing results data from 23 machines
® 26.8% of voters used the machines
® 146 (4.9%) PSs without a single machine

vote
® 295 (9.9%) PSs with less than 10 machine
voters
® Detected human errors
® At leastin 77 (2.6%) PSs with machine
votes exceeding the total sum of paper +
machine
® Atleast 1139 (38.2%) PSs with machine
preferences exceeding the total sum of = - Project cost:

paper + machine I * $5.1M/3K machines + services



The aftermath

®

®

Wide political and media debate about machine

voting in Bulgaria

Concerns over , and the
of machine voting

15™ July 2019 - the largest up to date personal
data leak from National Revenue Agency in Bulgaria
— covering more than 4M of the adult population

30" July 2019 - legislation changes: no machine
voting in the upcoming Local elections in Oct 2019

For all other elections after Oct 2019 -
machine voting in polling stations with over-300
voters
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