The Tax Forms

A presentation by Alexander Stanev
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The beginning

e Ensuring an option for electronically submitting tax
forms is an EU requirement

e One of the indicative services of the eGovernment in
Bulgaria

e Optimization of a long and unpleasant procedure, which
encompasses filling out of huge forms, multiple
corrections of the data filled and long lines in front of
the tax offices
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What is a tax form

e There are over 35 types of tax forms, encompassing the
whole spectrum of activities for which the country has
regulative functions

A little booklet with pictures:

— The common for all forms is submitting personal or
corporate data

— Comprises of a declaration part, appendixes and
information appendixes

— Part of the information is directed towards other
government institutions (e.g. customs)...
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Characteristics and statistics

e The forms are revised every year as a consequence of
changes in the tax laws

e The process of filling out is arduous due to the
complicated legislation

e Everybody is waiting until the deadline to submit their
tax form — peak overload

e For the Personal Income Tax form
— About 1,200 fields to fill out
— More than 400 logical control rules

— More than 1,000,000 forms submitted yearly

\§ LEonmae



Requirements - I

e An integrated system, which allows for easy extension
and increase in the humber of documents

e Extracting of personal and corporate data from the
ESGRAON register (Citizen Status register) and NTR
(National Tax Register)

e Adequate use of the available hardware and software
resources of the National Revenue Agency

e Universal electronic signatures
e A co-sighing option

e Ensuring access to the system by means of digital
certificates
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Requirements - 11

e XML interfaces connected to extranets and the
eGovernment web services

o Flat text format for transferring data to the yet existing
Clipper applications

e Specialized reports, used by the tax inspectors

e Qutput in PDF format
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The technology

Entirely web-based system
e COracle Enterprise Edition
— A serious database
— Serious support
— A serious client
e XMLdb ideology
— Object-relational data storage
e Java — by means of using the internal JVM
e Digital signatures using the BouncyCastle classes

e Apache Foundation FOP — generating PDF
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The approach — divide and conquer

e The tax form was separated in distinct parts and for
each logical checks were created
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The approach - visualization

e During the process of filling out only one logical part is
displayed, the fields are loaded from the form’s XML and
the calculations are made with JS
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The approach — control rules

o Compulsory and optional controls were defined, as well
as JS calculation checks in XSLT

Informative

/ Declaration part \ messages
} XSLT

Appendix 1

Appendix 2 \ XSLT Messages for
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The approach - control rules

3 Aanbund gexnapauud - Microsoft Internet Explorer

File Edit Mjew Favorites Tools Help

rMABHA AAHBYHA AWPEKLINA

MWUHWUCTEPCTBO HA ®MHAHCWTE
HA PENYBNHUKA BEBLJNFAPHUA

[alelksandar Olegow Stanew] yn. 41 300w | wn. 51 3KNO | MNMpernea 1 nofagaHe | Mpodkn | 3Ixon

yn. 41 300®J51 Enocowe-re 23 noBeve HE:I'IDaEIMJ'IHD AoONbAHEeHK NONeTa 1|E
Jeknapauns fHopMauna MOACHeHHH

AaHHKM 33 AeknapaTopa Nurcea gaHbdeH HoMep Ha peg 1.2

MpHaokeHke 1 Nncea yvme Ha pea 1.2

MECIGEREHING & Nuncea TA4/aHbyHo NogpaszaensHKe No permcTpauma Ha peg 1.2
MpHnoxeHke 3 Mona nomenHete Cnpaeka b, B 4actra "fdHK BHOCKK 38 40DpoBONHO

MEREEERHHG & MEHCHMOHHD OCHMIypABaHe M A0DpoBoNHO oCckrypABaHe 3a bespabotiua”
MprnoxeHde 5

NpHnoxeHKe & << MaTpui nocnegeH peg | JoBaEAHE Ha HOB peg > |
MprnoxeHde 7

Nprnoxenms 8 11223007402 {|uo |22267 0-cOPMA -] [ 100000
MpHAoXEHHE 9 2| | | =] I 5R56.00
Cnpaska A 2 |CyMaTa 0T BCWUYKKW A0X0AM oT peg 1 | BE5E.00
Cnpaerxa B

e 3 [3aaBbAMMTENHM OCHIYPHMTEAHKW BHOCKHK, B T.4. | h4.0

Cnpaeka BHOCKM za OHADEETE HA ABP#AEHOTO 0OWECTEEHD OCHIYPAEAHE | 54,00
Cnpaeka f BHOCKK 23 4ONEAHWMTENHD 23ALNH¥HMTENHO NEHCMOHHD OCHMIYOABSHE B

Cnpaeka E “C|lyHMEERpCANEH NEHCHMOHEH hioHg, I

Cnpagka ¥ BHOCKHK 23 34P3BHO OCHMIYDABAHE

Cnpagka 3 JIMUHK BHOCKM 24 A00pOBONHD NEHCHMOHHO OCMIYPABAHEe W Ao0DpoBONHO
Cnpaeka 1 ocurypAaeaHe 3a GezpaboTvya (BOMweTe cyMHUTE, BHECEHWM NPE3 | 454500
MPHAOKEHHE 38 A0%0aH OT rogHHAaTa, KOWTO Ca 33 Balla CMETES, W NONLNHETE Cnpaska 1)

MITOYHHE B 4y AHHA JMYHK BHOCKW 2a A00pOBONAHD 3APABHO OCHMIYPABAHE M
Chpaeka K (] npemm!aupcm no AOTOBOPH 33 3aCTPAXOBKM J_}I{_MBEIT_.M FACTPAX0BKM

Ammoe
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The approach — overall control rules

e Upon submitting, the tax form is checked for compliance
with all logical controls in each part, as well as for the
necessary dependencies between the different
supplements

Messages
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Appendix 1 Errors
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The approach — overall control rules

-3 J1aHbYHK AeKnapaumy - Microsoft Internet Explorer

File Edit Mjew Favorites Tools Help

rMABHA AAHBYHA OAWPEKLNA

MWHWUCTEPCTBO HA ®VMHAHCWTE
HA PENYBNMHUKA BBJFAPHA

[Aleksandar Olegov Stanev] un. 41 304 | un. 51 3KNO | Npernea v noaasawe | Npodun | V3xoa

(-]
[

NMWAceEa gaHvYHeH HoMep Ha peg 1.2

Nwncea vme Ha peg, 1.2

Nuncea TAA,/0aHe4HD NogpazgeneHye No pericTpagka Ha peg 1.2

MonA nomenHeTe Cnpaeka M, B 4actta "NMyHK BHOCKK 28 400p0E0NHD NEHCMOHHO OCKMIYPAEAHE M 400p0B0NHO OCHMYPABaHE
z3 BezpadoTHya”

HeofxogMMo e cyMaTa oT CTOMHOCTHTE B NONeTata “MHYHK BHOCKH 23 400p0B0NHD NEHCHOHHD OCHIYPABAHE M A00P0E0NHD

ocHMrypAeaHe za GezpaboTHua™ Ha CEOTEETHHTE NPHNOXEHHA A3 & PaEHa Ha CTORHOCTTA, M3YHCNeHa Ha ped 2, KonoHa 6 oT
Cnpaeka ki

HonbAga ce 0T AaHbYHATE 3AMUHACTPalR
MUHACTEPCTEO HA ®UVHAHCATE
rMaeHA AAHbBYHA OVIPEKLLAA TepuTopKanHa JaHbuHa 2000 - CTIMBEH

AWpEKIKWA

www taxadmin.minfin.bag

Ten. 988 40 40 30 65 - AEHOHOUHA AaHbYHA WHDOPMAaL WA (JlaHbyHo Nogpazaefnedqe

BroaAaL, NO !

@ amMAKA M NOANKC Ha ANbMHOCTHOTO AWML E, NPXEND
AeKnapaluWaTa
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The approach - PDF

e Apache Foundation FOP for transforming of XML data
into PDF — FO:XSLT

| Declaration part | FO:XSLT

\ Appendix 1

| Appendix2 MUHWUCTEPCTBO HA GUHAHCHTE

s _ ) NMABHA JAHbYHA OUPEKUUA
InfO AppendIX A www.taxadmin.minfin.bg

> < Ten. 988 40 40 30 65 — neHOHOLHA AaHb4YHa UH opMauuA
Info Appendix B o
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The approach - PDF

¥ adobe Reader - [Declaration.pdf]
TJE“E Edit Wiew Document Tools Window Help

P Hlsaveacoy = @ @l search |5 &7 T select h‘@,\v Ol @ e - ® ‘I__“l‘v S @ e~ Ym‘

M U".l MCTE PCTB 0 HA mMHAH CMTE Monbnsa ce om daHb4YHama adMuHUcmpayus

TepuTopnanHa gaHb4yHa gupekuyna 2000 - CIIMBEH
DaHbyHO Nnogpasgenexne

NMABHA OAHbYHA OUPEKLUUA Bxonaw Ne / r
damunua U NOANUC Ha ANBXKHOCTHOTO NLe, Npueno
AeknapauvATa

www.taxadmin.minfin.bg
Ten. 988 40 40 30 65 — neHoHowWHa JaHbYHa MH OpMaUnA

va@ Q E\a

NAHBYHA OEKNAPALNS

no 4n. 41 ot 3akoHa 3a obnaraHe goxoguTe Ha pU3MYeCKUTe N1ua 3a 2004 r.

[ erHemsy [ [ [ [T 1 11| [Howeporwap | | | [ | | | | | | |

N4eH HoMmep Ha Yy:KAEHEeL NONBNBAT CaMo YyKAUTe I EWK no BYNCTAT I I I I I I I I I I
rpaxgaHu

Monbnea ce camo OT nuua, PErucTPUPaHK KaTo eaHONUYHN
THProByn

Mme |AJ'IEKCAHﬂ.'bF’ QJIErOB CTAHEB
Bnucear ce cobeTBEHOTO, GawMHoTo 1 haMUIHOTO UMe Ha deknapaTopa
MocToAHeH agpec |CJ‘|MBEH CIJIMBEH 8800 I'P.CINMBEH
obnacT ofLujuHa n. Koj rp.fc. KK, yn., Ne, 6n., BX., an.

TenedoH |+359 cpaKcl | e-mail|a.stanev@is-bg.net
NuyHa kapTa (nacnopT) cepus | | Ne I I n3gageHa Ha | 2000-08-22 | | |
= Ld ’? Il
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The approach — e-signatures

Signing and verification in the system

|
[\
Server T Client
E
5 ©),
Description of the N Final HTML
transformation = document
@ T for visualization
y @ Vv signing
XSLT [ -
A Signed HTML
@ document
for visualization
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Final HTML document L
document for visualization
for visualization C
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The approach — e-signatures

AaHbuH4 gexknapaywd - Microsoft Internet Explorer

File Edit Wiew Favorites Tools  Help

111 AEK AP ALY : MWHMUCTEPCTBO HA ®MHAHCUTE
- HA PEMYE/TMKA Eb/ITAPHS

[Aleksandar Qlegov Stanew] un. 51 3KIMNo | Mperneg v nojaBaHe | NMpodiyn | M3xon

0bwa vHdopmauma
B1a Ha ADKYFEHTA yn. 41 30000
CTatyc Ha BeprivKalMATa ¥ConewHa

GpoH NognycK 1

VHdoprMauWa 3a ¥AOCTOEEPEHHETO

CepWeH HoMep:|162
Mme:|&sleksandar Olegov Stanew
l3paeall oprau: |StamplT Domestic CA
Tun:|StamplT Enterprise Certificate

Cratyc:
EEpHMBMEALKMATA NPEMHMHA
YEMELWHD

MpoBepka Ha eNeKTPOHHKWA NoOANKC

BannaHocoT !s HHpoprMauHoHHO oGenyxeaHe AJl
MoANKE Ha YAOCTOBENEHMETO

JapexfgaHe Ha SignedData[l].html.p7s...

NOEEpEH M3g3Ball oprad

AeEpHUNTHRAHE. ..
MtNHa cepTHdMKEaLMOHHA BepKra

ﬂpDBEpI{a Ha ENEKTPOHHKWA NOAMNKC. ..

He e npekpateHo

VHdopMmayva 3a yAOCTOBEPEHHETO

Ha Plamen Mesim Baruh...
BanuaHocT. ..

He e mpekpaTteHo...

|® Cone
MOAMMC HA YAOCTOBEREHMETO. ..

JOEEPEH M30aBaL, OpraH...
MbNHa CepTHMKALMOHHA BEpMra. ..

Moanucano or:

Plamen Nesimn Baruh, 08.01.2005 17.42:05
[Moanmwm

| DTBDEM ) I 3anmc ) [ HEDCTUBEEEHMQ I 0K )
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The application

e The logic of the supplement is encapsulated in PL/SQL
and Java code in the Oracle database

e All resources necessary for the functioning of the
appendix are located in the database, as well.

e The server making the connection with the database is
Apache with mod_plsq|

e The signing of the data depends on the platform used.
There is a Windows version, which uses CryptoAPI and
assembler COM objects and there is also Linux
implementation through OpenSSL library

e The verification of the digital signatures is carried out by
BouncyCastle classes [http://www.bouncycastle.org],
which are loaded in the Java virtual machine (Aurora) of
the database
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Some minor problems

e The Cyrillic in the PDF documents, generated by FOP
e The limitations of XSLT when working with variables

e The difference in the implementation of XSLT and
JavaScript in rounding calculations
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The result

e The use of homogeneous technologies minimizes the
need for specialized compatibility research

e The technological problems were resolved within the
planned resource limits

e Unbelievable, but everything works!
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The future

e Adding more tax forms to the system

e Maximizing the effectiveness of the e-government by
increasing the number of the electronic services and
lowering the price of the digital signatures
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Thank you for the attention!

o Intelligence: Due to the extraordinary
sensitivity of their nervous system and
physical endurance, cats are the most
preferred life forms for particularly painful

Contact Information . .
and long neurological experiments.

Information Services, Plc.

Sofia, 1504

2 “P. Volov” St.

tel.: (003592) 94 20 340

Info office: (003592) 94 36 672
e -mail: office@is-bg.net

http://www.is-bg.net
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